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     EXECUTIVE SUMMARY

Since early 2020, Amazon (and the global market) has experienced persistent supply chain 
issues. Material sourcing, manufacturing, transportation, warehousing, and fulfillment have 
all been disrupted. 

This turbulence is the source of many pain points, but it also has a surprising silver lining: 
At Kaspien, our partners are seeing unauthorized sellers at an all time low. Like authorized 
sellers, unauthorized sellers are struggling to source product.

This lull in unauthorized sellers presents an opportunity: Now is the perfect time to  
shore up any gaps in your channel control so that when supply chains finally do stabilize, 
your brand will be positioned to grow uninterrupted.
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     EXECUTIVE 
SUMMARY

 | 

This eBook is a co-production by Kaspien and VantageBP. In this eBook, we’re combining 
our years of data and expertise to share proven strategies you can use to maintain control 
of your brand’s online representation, pricing, and ultimately, long-term success. 

About Kaspien 

Kaspien optimizes and grows brands on today’s leading online marketplaces. Founded in 
2008 in Spokane, WA, Kaspien has spent the last decade building and utilizing proprietary 
technologies for marketing optimization, brand protection, and fulfillment efficiency to 
generate rapid revenue growth for over 4,000 brands. Kaspien has earned the trust of 
many leading brands, including 3M, Strider Bikes, ZippyPaws and others, driving over $1 
billion marketplace sales. For more information, visit kaspien.com. 

About VantageBP

VantageBP monitors and enforces unauthorized resellers across over 160+ global 
e-commerce marketplaces covering gray and black market infringements. Founded in  
2018, VantageBP has developed cutting-edge technology that automates protection  
for any size brand including industry leaders, such as BOSE, Anastasia Beverly Hills,  
HDMI, 5.11 Tactical, Case-Mate, and many others. 

https://www.kaspien.com/
https://www.vantagebp.com/
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THE IMPORTANCE OF BRAND 
INTEGRITY IN ECOMMERCE

We’ll start with the core question:  
What does online brand integrity mean  
and why does it matter?

In ecommerce, brand integrity is rooted in three 
distinct areas: legal compliance, marketplace 
compliance, and control over your supply 
chain. Lacking in any of these areas exposes 
brands to significant risks, including product 
listing suspensions, seller account suspensions, 
difficulty controlling pricing, difficulty controlling 
product and brand representation, loss of 
customer trust, loss of sales, fines, and more. 

It’s all bad news, and best to be avoided.  
Let’s go into each one a bit more. 

Legal Compliance

Legal compliance encompasses the basics:  
You should register your intellectual property 
so you have legal footing if counterfeiters or 
copycats appear. Your product must also meet 
all legal criteria for selling the particular product 
type, which are set by various regulatory 
agencies depending on the product. 

The majority of products are overseen by one 
or more of the following:

 · Consumer Product Safety  
Commission (CPSC)

 · Food & Drug Administration (FDA)
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THE IMPORTANCE OF BRAND  
INTEGRITY IN ECOMMERCE

 · Federal Communications Commission (FCC)

 · Department of Energy (DOE)

 · Federal Trade Commission (FTC)

 · Environmental Protection Agency (EPA)

 · National Highway Traffic Safety 
Administration (NHTSA)

 · And more

Marketplace Compliance

Marketplace compliance largely overlaps legal 
compliance, but Amazon actually has stricter 
requirements than many regulatory agencies. 
You should familiarize yourself with Amazon’s 
content requirements, otherwise a non-
compliant claim could result in your product 
listing getting suspended for weeks, months,  
or even permanently.

Supply Chain Control

Unauthorized sellers obtain product  
through an unsecured distribution network. 
Counterfeit product enters at fulfillment  
centers, where it mixes with genuine  
inventory. Once black market or gray market 
sellers have inventory and are in your listings, 
they can add erroneous or misleading content, 
violate your pricing policy and cause cascading 
issues with your authorized online and brick  
and mortar (B&M) retailers, and undermine 
consumer’s trust in your brand. 

Satisfying legal and marketplace criteria is  
largely a one-time consideration for each 
product. Controlling the supply chain is a 
constant effort, and as such, this is where  
we’ll focus our attention for the majority of  
the eBook.

Multiple unverified 
medical claims violates 

several Amazon policies. 
Such violations can result 
in a listing suspension or 
seller account shutdown.
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Delving deeper into the supply chain issues, 
there are two types of unauthorized sellers  
who present different threats and require 
different solutions.

Gray Market Sellers

The gray market represents sellers who obtain 
and sell genuine goods, but they do so on 
unauthorized channels not approved by the 
brand. Amazon does not take action to mitigate 
gray market sellers, as doing so would be 
antithetical to their goal of offering the most 
expansive product catalog available. 

However, if the gray market seller is violating a 
marketplace policy - such as selling a materially 
different product than what is being advertised 
or duplicating an already existing ASIN - brands 
can file marketplace violation claims.

Black Market Sellers

The black market represents counterfeit goods 
that are being illegally manufactured, violating 
the brand owner’s intellectual property rights. 
Amazon will take action against counterfeit 
goods (if you can provide proof). Amazon will 
not take action against copycat products that 
simply replicate an unprotected aspect of your 
product. However, if you provide registered 
design patents, Amazon will accept them as  
valid intellectual property, and products 
replicating these designs can be taken down 
for infringement.

The vast majority of brands send their product 
to Amazon’s fulfillment centers so they can 
provide Prime shipping speeds with FBA. 
Once inventory is at FBA, Amazon prefers 
to commingle inventory because it is more 
efficient; however, this practice makes it 
incredibly easy for counterfeit products to  
mix with genuine products.

Why are Unauthorized Sellers Bad?

While the dangers of counterfeit products are 
obvious - their poor quality puts consumers’ 
safety at risk and they undermine public trust 
in your brand - you may be wondering if gray 
market sellers are really that much of an issue. 
After all, doesn’t more sellers mean more sales, 
and therefore more purchase orders for  
you as the manufacturer?

TWO TYPES OF 
UNAUTHORIZED SELLERS
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TWO TYPES OF  
UNAUTHORIZED SELLERS
Not quite. Unauthorized sellers are problematic 
because they control how your brand is 
presented to consumers, without having a 
vested interest in representing your brand 
correctly. Any seller carrying authentic product 
can update content in your Amazon product 
listing, including title, bullet points, and imagery. 
Without good communication with your sellers, 
this can easily result in inaccurate or misleading 
information, poor branding, and inconsistencies 
between your sales channels. 

Unauthorized sellers are also often unaware 
or have no incentive to abide by a brand’s 
price strategy, as their only goal is to move 
product quickly. Since Amazon and other major 
marketplaces enforce pricing parity through 
their Marketplace Fair Pricing Policy,  

this can result in rolled buy boxes,  
which reduces your total sales. For example,  
if a product is priced low through an ad on  
Walmart, the buy box will roll up on Amazon. 

A rolled buy box means the product is assigned 
a worse product rank, making it harder to find  
in the first place. If shoppers do find the 
product, the “Add to Buy” and “Buy Now” 
buttons are replaced with an option to view 
all pricing options. The change is simple but 
effective; shoppers can be put off by the 
atypical shopping experience and bounce  
rates increase.

Inconsistent pricing can also harm relationships 
with authorized sellers, both online and brick-
and-mortar, because they lose sales to the 
unauthorized seller.

Example of a suppressed buy box on Amazon
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TITLE HERE

Use Brand Registry to Control Listing 
Content & Protect IP

The first and best known program is Amazon 
Brand Registry. Amazon introduced Brand 
Registry to help brands defend against IPR 
violations through an Infringement Reporting 
Tool. Enrolling in the program requires an  
active registered trademark, which effectively 
means that all registered brands have 
established intellectual property ownership  
with Amazon. As such, when they file 
complaints through the Infringement  
Reporting Tool, Amazon already has the 
necessary documents for applying a verdict. 

The Infringement Reporting Tool also allows 
brands to track complaints, so they can look  
for patterns and repeat offenders.

Through Brand Registry, brands can also 
designate which sellers are allowed to adjust 
listing content. This feature alone is a huge step 
toward preserving brand integrity on Amazon, 
as it gives brands more control over how they 
are represented to their customers.

Unauthorized sellers can still sell in listings of 
brands enrolled in this program, and they can 
still set their own price. However, they cannot 
change listing content without the brand’s 
express permission. 

5 AMAZON PROGRAMS FOR  
BRAND PROTECTION
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Additionally, brands enrolled in the program  
gain access to:

 · Create a Brand Store

 · Create A+ Content

 · Upload videos to the media gallery

 · Directly email shoppers who follow  
your brand on Amazon

 · Use Amazon Attribution to track impact  
of off-Amazon marketing efforts

 · Use Amazon Live

 · Use Brand Analytics to identify top-
performing search terms and customer 
demographics

 · Use the Brand Dashboard to monitor  
brand health and ASIN performance

Use IP Accelerator for Faster  
Trademark Registration

To enroll in Brand Registry, brands must have a 
trademark. The fact of the matter is that many 
brands don’t have a trademark (though you 
absolutely should, if possible). Unfortunately, 
getting a trademark typically takes 6-12 months. 

To shorten the time frame, Amazon released  
a program called Amazon IP Accelerator.  
 

IP Accelerator connects brands to  
Amazon-verified law firms that can provide 
trademark services at competitive rates,  
while also ensuring the end result aligns  
with Amazon’s compliance policies.  
It’s basically a referral program.

Additionally, if brands file through these firms, 
Amazon will grant them early access to Brand 
Registry. They can then begin taking advantage 
of some of the tools before their trademark is 
officially registered.

Leverage Brand Gating to Block  
Rogue Sellers

Brand Gating is an Amazon service that 
prevents sellers from listing specific ASINs 
unless they provide a Letter of Authorization 
or invoice from the brand or manufacturer. 
It’s similar to Brand Registry, except instead of 
limiting who can edit listing content, it limits 
who can sell the ASIN in the first place.

Brand Gating is especially useful for brands  
who have encountered many violations,  
but the program is currently invite-only. 

To increase your likelihood of being invited, 
you must be Brand Registered, and you 
should report every single violation through 
the Infringement Reporting Tool. This helps 
demonstrate to Amazon your need for Brand 
Gating. If you are invited, you’ll need to submit  
a list of ASINs you’d like gated.  

5 AMAZON PROGRAMS FOR  
BRAND PROTECTION

https://brandservices.amazon.com/ipaccelerator
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5 AMAZON PROGRAMS FOR  
BRAND PROTECTION
Eliminate Counterfeits via Transparency

In March 2017, Amazon launched the 
Transparency program. When products 
are enrolled in the program, Amazon sends 
manufacturers unique QR codes to apply to  
each package. When an Amazon warehouse 
receives products enrolled in Transparency,  
they scan the QR codes to verify the products 
are from your approved manufacturer. If it is 
not, they remove and destroy the product  
as counterfeit. 

The Transparency program’s effects are  
not limited to just Amazon warehouses.  
Shoppers can also download the Transparency 
app and scan the QR codes while at brick and 
mortar locations. 

For example, if your product is enrolled in 
Transparency and it’s sold at Walmart,  
shoppers can still scan the code on the 
packaging to verify that it’s authentic.  
Each QR code is unique, preventing 
counterfeiters from mass producing them  
to sneak through the system. It’s a highly 
effective program for brands who routinely 
struggle with counterfeiters.

Transparency also offers additional marketing 
opportunities. When shoppers use the app to 
scan the code, the app can also show them 
ingredients, manufacture date, and additional 
ideas for use that may not be on the package 
itself or in the listing. 

Note that Transparency does not remove 
unauthorized sellers, so long as they carry 
legitimate product. All enrolled products must 
have Transparency codes, so if you have a leaky 
distribution network, you’re still vulnerable to 
unauthorized sellers. Transparency is meant 
to address counterfeits only. To remove 
unauthorized sellers, you’ll need to use other 
methods described in this eBook.

Project Zero: The Ultimate  
Anti-Counterfeit Tool

Last but not least is Project Zero. Launched 
in 2019, this program is one of the most 
aggressive ways Amazon helps brands snuff out 
counterfeiters, as it allows enrolled brands to 
remove counterfeit listings themselves.  
This method bypasses the Amazon case system, 
giving brands an enormous amount of power. 

Because Project Zero gives brands power 
that could be easily abused, the program 
has stringent eligibility requirements, but it is 
growing. In Amazon’s Brand Protection  
Report, they note that the number of brands 
using Project Zero grew from 10,000 to  
more than 18,000 in 2020. In August 2020,  
Amazon reported that Project Zero was 
available in 19 countries. 

https://brandservices.amazon.com/transparency
https://brandservices.amazon.com/projectzero/faq
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19COUNTRIES ENABLED  
FOR PROJECT ZERO

19
COUNTRIES ENABLED  
FOR PROJECT ZERO
U.S., UK, France, Italy, Spain, Germany, 
Japan, India, Mexico, Canada, Australia, 
Brazil, the United Arab Emirates, Turkey, 
Singapore, Poland, the Kingdom of Saudi 
Arabia, Sweden, and the Netherlands.

Source: AMAZON
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TITLE HERE

Amazon’s programs can be quite powerful,  
but Amazon is only one piece of the ecommerce 
pie. To effectively combat unauthorized sellers, 
brands need to take steps to protect themselves 
off Amazon as well. So, what other tools  
are available?

File for Trademarks, Patents, Copyrights, 
Trade Secrets 

If you don’t have legal rights to a product,  
you can’t protect it. Amazon requires that 
brands have formal registration for trademarks, 
patents, and copyrights if they want Amazon  
to enforce their right to them on its platform. 

Brands that sell in foreign marketplaces should 
also take the time to file for those countries.

Use Differentiated Packaging to  
Identify Counterfeits

This tactic is akin to a DIY version of the 
Transparency program. Rather than relying  
on Amazon to provide unique QR codes,  
brands can use unique packaging to help  

protect shoppers. When packaging is unique,  
customers are put on alert if they receive a  
box that doesn’t match the picture. 

It’s worth noting that differentiated packaging 
doesn’t have to be expensive, it just needs to  
be unique. Even a branded sticker can help.

Don’t Commingle Inventory 

Another helpful DIY practice is preventing 
inventory from commingling at fulfillment 
centers. By default, Amazon allows inventory 
of the same product to mix at their fulfillment 
centers, regardless of source. This increases 
efficiency at FBA, which results in lower fees. 

However, if you’re struggling with counterfeit 
products reaching shoppers, you can elect to 
not allow inventory to commingle. Amazon will 
keep inventory separated by source, although  
it can increase fees. Brands can then conduct 
test buys to try to identify which seller(s)  
have counterfeit product in their inventory. 
Once identified, you can work with Amazon  
to remove the seller(s). 

5 D.I.Y. TACTICS FOR BRAND 
PROTECTION
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5 D.I.Y. TACTICS FOR BRAND 
PROTECTION
You can combine this tactic with differentiated 
packaging. If each seller has a unique identifier 
on their inventory, be it a colored sticker, 
lot codes, or serial numbers, brands can 
easily identify which distributor is selling to 
unauthorized sellers.

Define Resale Rights in Distributor and 
Seller Contracts 

Contracts often give sellers and distributors 
full legal rights to resell or distribute product 
to anybody they choose. Before signing 
agreements or even upon renegotiation, 
brands should consider adding clauses to their 
contracts that protect their brand integrity, such 
as protections regarding to whom goods can be 
sold, where goods can be sold online, if they can 
they be sold internationally, etc.

If you’re revisiting your distributor and seller 
contracts, you may also consider reducing the 
number of distributors and sellers that you work 
with. Because sellers can adjust listing content 
(unless you’re Brand Registered), working with 
a small number of trusted partners greatly 
increases your ability to control your brand’s 
online representation and coordinate brand 
strategy. The more sellers you have, the harder 
it is to implement new strategies consistently 
across sales channels.

Alert U.S. Customs to International 
Counterfeits

Last but not least, brands can register their 
trademark with US Customs to defend 
themselves against imported counterfeits. 
Customs and Border Protection are tasked  
with preventing counterfeits from entering the 
US, and as the DHS’s Counterfeit Report shows, 
they’re well aware of the growing issue.

Brands can file with US Customs and alert  
them that they’re being targeted by international 
counterfeiters. Customs will monitor for 
products coming into the US using your IP.  
If they find some, they’ll inspect it to see if  
the products are legitimate or counterfeit. 

https://www.stopfakes.gov/article?id=U-S-Customs-and-Border-Protection-CBP
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TITLE HEREWHAT BRANDS LEGALLY 
CAN DO THEMSELVES

Through Brand Registry, brands can submit 
intellectual property violations and marketplace 
policy violations.

File Intellectual Property Infringements

There are three main types of intellectual 
property infringements that brands can submit:

1. Trademark Infringement 
Use Case: Seller is using Brand's trademarks 
on a product that is not the Brand’s and is 
within the trademark classification that the 
Brand owns (i.e. Apparel).

2. Copyright Infringement 
Use Case: Seller is using Brand's copyright 
images on a product listing not created by 
the Brand. 

3. Design Patent Infringement 
Use Case: Seller is using Brand's design 
patents by selling a product that is 
identical but not the same Brand.

To submit an intellectual property violation 
in Brand Registry, navigate to “Report an 
Intellectual Property (IP) Violation.” 
When a seller violates your trademark, 
copyright, and/or design patent, they receive  
a violation flag, are removed from listing,  
and are potentially suspended from selling 
(depending on how many complaints have  
been filed against them).
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WHAT BRANDS LEGALLY CAN  
DO THEMSELVES
File Marketplace Policy Violations 

There are five main types of marketplace  
policy violations that brands can submit:

1. Misuse of Product Customization 
Use Case: Seller has created an unauthorized 
product listing that contains a bundle of 
various add-on products that do not further 
customize the item. We see this frequently  
where sellers attempt to create their own 
customized packages on unauthorized ASINs.

2. Duplicate Product Detail Pages 
Use Case: Seller has created a separate 
product listing for a product that already 
exists. Typically, they use fake identification 
model numbers of the product to get around 
Amazon's product detection system.

3. Materially Different Complaint 
Use Case: Seller is selling a product that 
is materially different from what is being 
advertised (i.e. Used, Expired, Opened 
Packaging, No Packaging, on items listed  
as New).

4. Incorrect Child ASIN Complaint 
Use Case: Seller has hi-jacked an authorized 
ASIN and has created their own child ASIN 
variation within the listing (i.e. newer models,  
non-existent manufacturer created quantity 
packs, etc.). 

5. Multi-Pack Violation Complaint 
Use Case: Adding multi-pack variations that 
aren’t manufacturer-created to an already 
existing parent.

To submit a marketplace policy violation  
in Brand Registry, navigate to “Brand Registry 
Support” then “Report a Marketplace  
Policy Violation.” 

When sellers violate a marketplace policy, 
they risk the same penalties as an intellectual 
property violation: they receive a violation flag, 
are removed from listing, and are potentially 
suspended from selling (depending on how 
many complaints filed against them).
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TITLE HEREWHAT BRANDS LEGALLY 
CANNOT DO

Even with the abundance of tools at your 
disposal, there are still several things brands 
cannot do with struggling with unauthorized 
sellers. The two most important are:

Take Down Sellers who have  
Legitimate Product

Brands cannot file counterfeit or intellectual 
property infringement take-downs against 
sellers that are selling genuine product. 

If you’re concerned about the authenticity  
of a product being sold by an unauthorized 
seller, conduct a test purchase and/or send  
a verification request to the seller to see if  
they can provide proof of purchase (invoice  
or receipt). 

Verification requests are quicker than a test 
purchase, however, Amazon typically does 
not allow verification requests to go through 
their platform. As such, utilizing an agency like 
VantageBP is the most effective way to make a 
verification request from the seller. 
 
 
 
 
 

File Unauthorized Seller or MAP Claims

Amazon cares about whether or not products 
are authentic. Amazon cares much less about 
whether legitimate products are being sold by 
an unauthorized seller or at a low price than 
your MAP. 

Brands cannot file unauthorized reseller or MAP 
violation claims. If they do, Amazon will outright 
reject these claims.

Who Can Help

If you’re struggling to navigate the ins and outs 
of policy enforcement on and off Amazon, 
you can leverage third-party tools and service 
providers, such as VantageBP. These providers 
automate online brand protection needs, 
automatically flagging and addressing any  
issues that appear with gray market and black 
market sellers.

You can also enter the legal arena to protect 
your brand. An increasing number of law firms 
are specializing in targeted reseller enforcement 
and the creation of brand policies/agreements 
that provide legal footing for any potential 
disputes. One such firm is KJK, who has proven 
helpful on numerous occasions.

https://www.vantagebp.com/
https://kjk.com/


     CONCLUSION

As with most things in life, taking a proactive approach to brand protection can 
save you a great deal of headaches later. By securing intellectual property right 
from the beginning, maintaining safety certificates, enrolling in programs like 
Brand Registry, and utilizing best practices like limiting your number of sellers,  
you create a solid foundation from which you can build your brand.

Brand protection goes beyond Amazon. All digital and physical sales channels  
can affect each other because they all affect your brand’s representation to 
consumers. As such, a holistic approach is essential for long-term stability and 
success. Whenever you start planning to launch a new product or expand onto  
a new sales channel, carefully review how it will impact other channels.

If you want help planning your ecommerce strategy, reach out to Kaspien.  
We have over 13 years of experience helping brands flourish on the world’s  
leading online marketplaces. If you are struggling with gray market and black  
market sellers, reach out to VantageBP and request a free reseller report. 

https://www.kaspien.com/
https://www.vantagebp.com/
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CASE STUDY
About Client

Using VantageBP's Brand Protection Technology, a Caleres footwear brand with over 16,000 
unverified product listings and 590 resellers saw 70% of those sellers removed or identified 
within the first three months. Here's how we did it.

16,511
TOTAL LISTINGS

591
TOTAL SELLERS

373
SELLERS REMOVED

5,550
LISTINGS REMOVED

61
LISTINGS VERIFIED

Total Unauthorized Listings Removed

SELLERS PROVIDED 
SUPPLIER INFO/NO INVOICES

INVOICES & RECEIPTS 
OBTAINED BY SELLERS
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CASE STUDY
About Client

Using VantageBP's Brand Protection Technology, a leading Unilever CPG brand with over 1,200 
unverified product listings and 140 resellers saw 90% of those sellers removed or identified  
within 30 days of starting. Within two months, Pukka Herbs increased direct Amazon revenue  
by over 20%.

Total Listings Removed or Identified

10/01
FIRST SCAN PERFORMED

1,271
LISTINGS DISCOVERED

861
TOTAL CLOSED/VERIFIED



23

It may be helpful to review the current 
regulatory landscape for online brand  
protection in more detail. Amazon has  
received a great deal of attention in recent  
years from regulatory bodies in the U.S.,  
E.U., and India, among other markets.

Department of Homeland Security 
Counterfeit Report

In recent years, counterfeiters have sold 
contaminated food, cosmetics, and prescription 
drugs, sub-standard brake pads, airbags, 
helmets, climbing gear, and faulty electronics 
that have caused injury, death, and fires,  
many of which received media attention.

In January 2020, the Department of Homeland 
Security (DHS) published a 54-page report 
titled, “Combating Trafficking in Counterfeit 
and Pirated Goods.” According to the report, 
international trade of counterfeit goods rose 
154% from $200 billion to $509 billion between 
2005 and 2016. 

DHS also reported seizures of infringing goods 
at the U.S. border rose from 3,244 to 33,810 
per year, and that “global employment losses 
due to counterfeit goods were between 2 
million and 2.6 million jobs in 2013, with job 
displacement expected to double by 2022.”

APPENDIX:  
THE REGULATORY LANDSCAPE

JAN 2020
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JULY 2020
JEFF BEZOS TESTIFIES 
BEFORE CONGRESS

2016
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BRAND REGISTRY
PROGRAM

2017
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TRANSPARENCY
PROGRAM

2019
AMAZON LAUNCHES
PROJECT ZERO
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Top 10 Most Seized Counterfeit Items  
in 2018

Amazon has played a major role in enabling 
the counterfeit problem, offering few barriers 
to entry. The Organization for Economic 
Cooperation and Development wrote, 
“Ecommerce platforms represent ideal 
storefronts for counterfeits and provide  
powerful platform[s] for counterfeiters  
and pirates to engage large numbers of  
potential consumers.”

To mitigate the physical and economic threat, 
the report recommended 11 actions that  
should be implemented by the government  
as soon as possible:

1. Ensure entities with financial  
interests in imports bear responsibility

2. Increase scrutiny of Section  
321 environment

3. Suspend and debar repeat offenders; 
act against non-compliant  
international posts

4. Apply civil fines, penalties, and 
injunctive actions for violative 
imported products

5. Leverage advance electronic data  
for mail mode

6. Anti-counterfeiting consortium 
to identify online nefarious actors 
(ACTION) plan

7. Analyze enforcement resources

8. Create modernized ecommerce 
enforcement framework

9. Asses contributory trademark 
infringement liability for platforms

10. Re-examine the legal framework 
surrounding non-resident importers

11. Establish a national consumer 
awareness campaign

The report was published just two short months 
before stay-at-home orders swept the nation 
due to COVID-19, which disrupted progress on 
many of these recommendations.

The SHOP SAFE Act

The counterfeit report contributed to the 
Stopping Harmful Offers on Platforms by 
Screening Against Fakes in E-commerce,  
or SHOP SAFE, Act of 2020. 

1 | APPAREL & ACCESSORIES

2 | FOOTWEAR

3 | WATCHES & JEWELRY

4 | HANDBAGS & WALLETS

5 | CONSUMER ELECTRONICS

6 | CONSUMER PRODUCTS

7 | PHARMACEUTICALS  
& PERSONAL CARE

8 | OPTICAL MEDIA

9 | TOYS

10 | COMPUTERS & ACCESORIES

Source: DEPARTMENT OF HOMELAND SECURITY
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On March 2, 2020, the SHOP SAFE Act was 
introduced to Congress and referred to the 
US House Committee on the Judiciary. The 
act would hold Amazon and other online 
marketplaces accountable for counterfeit 
and unsafe products sold on their platforms. 
However, no action has been taken on the 
bill since then, as the global pandemic and a 
presidential election consumed U.S. politics  
for the remainder of the year.

Amazon Takes Action Against Counterfeits

Facing heightened regulatory scrutiny for 
counterfeit and unsafe products,  
Amazon has taken steps to improve their  
anti-counterfeit efforts. 

On June 24, 2020, Amazon announced a new 
Counterfeit Crimes Unit whose mission is to 
“investigate crimes and bring legal action against 
counterfeiters.” On May 9, 2021, Amazon 
published its first Brand Protection Report,  
which reviewed the Counterfeit Crimes Unit’s 
efforts along with other Amazon programs. 

The report notes that Amazon’s verification 
progress prevented over 6 million attempts by 
“bad actors” to create selling accounts, as well  
as 10 billion suspected bad listings before  
they were published. Amazon also detected  
and seized over 2 million counterfeit products  
from within its fulfillment centers.

In combination with these efforts, Kaspien 
has also observed a sharp increase in Amazon 
requests for safety test documentation from 
brands. These requests can be inconvenient for 
brands, as pulling the documents can take time 
and Amazon sometimes requests certifications 
that are not legally required for the given 
product type. However, unauthorized sellers 
will struggle to produce such documentation 
without the brand’s support, making it harder 
for them to persist on the marketplace.

https://www.aboutamazon.com/news/company-news/amazon-establishes-new-counterfeit-crimes-unit
https://assets.aboutamazon.com/96/a0/90f229d54c8cba5072b2c4e021f7/amz-brand-report.pdf
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